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Abstract. Binary images have only two colors, which makes the em-
bedding of invisible data difficult. In this paper, we propose a new data
hiding method that can hide a moderate amount of data in a host bi-
nary image, such as binary cartoon images, scanned texts, signatures,
without introducing noticeable artifacts. The proposed method employs
subblock pattern classification to maintain visualization effect and me-
chanics of multilevel supblock to improve the capacity. Extracting of the
hidden data does not require the knowledge of the original image. The
experiments demonstrate that the proposed method can provide excel-
lent perceptual quality of the marked image. The potential applications
include invisible annotation, alteration detection and covert communica-
tion.

1 Introduction

With the huge success of the Internet, digitization of various kinds of media is
getting wider popularity for the transmission, wide distribution and storage. The
advantages of digital media include convenient transmission, effortless access,
lossless copy, facile edit and reliable storage. However, they also introduce a new
set of challenging problems regarding security, that are not able to be achieved
only by encryption. The problems have generated a flurry of recent research
activities in the area of digital watermark and data hiding.

The study on digital watermark and data hiding has received great achieve-
ments over last several years. Many different methods have been proposed for
still image. They can be classified into two categories based on the casting do-
main: 1) luminance intensity in the spatial domain [12], for instance, LSB (Least
Significant Bit) approach and Patchwork method, and 2) transform coefficient
magnitude in the frequency domain, which modify frequency coefficients after
applying a proper transform [345/6], e.g. DWT, DCT, FFT, etc. The new tech-
nique has a variety of potential applications involving digital media, including
copyright protection, annotation, covert communication, and alteration detec-
tion.

* This work supported by Zhejiang Provincial Natural Science Foundation of China
under Grant 699035.

S. Qing, T. Okamoto, and J. Zhou (Eds.): ICICS 2001, LNCS 2229, pp. 261-270] 2001.
© Springer-Verlag Berlin Heidelberg 2001



262 G. Pan, Y. Wu, and Z. Wu

However, objectives of most of these methods are color images and grayscale
images and will fail to apply to two-color images. As an important class of images,
digital binary images are widely used in Internet. There is a significant difference
between binary image and other natural images. That is, the binary images are
only two colors images without complicated color and texture variation, and
change a pixel can be easily detected. This peculiar characteristic makes it more
difficult to embed invisible digital information in them. The only solutions known
to us dealing with binary image are [7I8]. Wu[7] presented a data hiding scheme
for binary images for the first time. It partitions the image into blocks, then
tries to embed as many as one data bit in each block via AND operation with a
secret key matrix whose size is the same as the blocks. However, the perceived
quality is poor because it does not take into account the visualization effect. It
introduces many isolated points near the boundaries, which causing noticeable
artifacts. An improved method for higher security and capacity proposed by [8],
but the visibility of marked image is still a problem, even poorer than [7] in some
cases, since it may introduce isolated point in any location of the host image.

This paper addresses to the visibility of marked image. We propose a multi-
level supblock based data hiding method that can hide a moderate amount
of data in the binary images, e.g. binary cartoon, scanned text, and signa-
tures. The hidden data can be extracted without the original host image. The
proposed method greatly outperforms the previous approaches in capability of
transparency. The potential applications include invisible annotation, changes
detection and covert communication.

The paper is organized as follows. The description of the proposed scheme
is presented in Sect.2l Experimental results and analysis are given in Sect.[Bl
Finally, concluding remarks are provided in Sect.[l.

2 Description of the Proposed Method

As we mentioned, it is more difficult to embed a piece of critical data in binary
images under constraint of the visibility, because there are only two elements
in the pixel-value space of in binary images. How to maintain good perceptual
quality comes to be the major problem. We have observed that whether a revised
pixel is noticeable strongly depends on its neighbors. For instance, if a pixel
in homochromous region changes to another color, the difference will be quite
noticeable. And it will be hard to detect comparatively if some neighbors of
the pixel have the same color as the pixel after modification. Therefore, during
embedding, what kinds of pixels to alter should be determined according to
conditions of its neighbors.

Our method is motivated by the above observation. Its fundamental thought
is summarized below. Firstly it partitions the host image into many blocks,
then classify these blocks into different level. The high rank (or level number)
represents good visual performance. Given a piece of critical data, our scheme
will manage to embed the data in the blocks with highest rank. The ”0” and
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71" are respectively represented by a pair of blocks with only difference of the
central pixel.

To improve the capacity and insensibility, we introduce the concept of ”sup-
block”, which is composed of several base blocks overlaid with each other. Cor-
respondingly, those base blocks with smaller size are called ”subblock”. With
mechanics of supblock, we can examine a local region by means of different
combinations of pixels for more subblock patterns.

The block diagram of embedding and extracting is shown in Fig.[Il
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Fig.1. The block diagram of embedding and extracting procedures

2.1 Subblock Classification

The objective of subblock classification is to overcome the perceptual quality
reduction by pixel modification. In our approach, each subblock is connected with
a level number (rank) according to its pattern, indicating influence on visibility
by assumed change of the central pixel in the subblock. In other words, supposed
that the central pixel in a subblock is changed, we consider the variation in
connectivity and smoothness and investigate how the visibility effect reduces by
such a change, then the rank is determined. The higher rank implies that change
of central pixel in subblock reduces visual quality less and should has a higher
priority for embedding.

We take the 3-by-3 subblock as a sample, shown in Fig.2l Whatever is the
central pixel in subblocks, change of central pixel of subblock in Fig.2(b) will
obviously got less attention than that in Fig.[2(a). So that pattern of subblock in
Fig.2(b) has higher rank than Fig.[2(a). In this manner, we classify all the pat-
terns into different level. There are 256 (2%) subblock patterns totally, exclusive
of the central pixel. We denote the collection of patterns of rank n by A,,.

There are several approaches for embedding one bit data h in a subblock B.
We listed two of them below, where the central pixel of the subblock is denoted
by c.

a) Let c=h.

b) Let c = (SUM(B @ K) + h) mod 2.
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N

(a) (b)
Fig.2. Two patterns of 3-by-3 subblock with different rank.

Where K is a given matrix whose size is the same as the subblock B, ”@®”
is the bitwise exclusive-OR operator. And SUM (X)) is the sum of all elements
in matrix X.

2.2 Mechanics of Supblock

If we directly employ the simple scheme of partition of the image followed by
examining level of subblock, subblock number of a certain level will be quite
restricted, since the pixels of a pattern are often scattered in different subblocks.
However, the simple scheme has never taken into account these patterns. To take
advantage of the patterns whose pixels are distributed in multi-subblock, it is
necessary to mend the simple scheme. In this paper we employ the mechanics
of supblock. The supblock is larger than subblock, hence it contains more than
one subblock, e.g. a 4-by-4 supblock contains four 3-by-3 subblocks, shown in
Fig.[3, and the labeled numbers represent the pixel correspondence between the
subblock and the supblock.

47

4 x 4 supblock 3 X 3 subblock

Fig. 3. [Illustration of supblock mechanics for top level.

Suppose that we have a 4-by-4 supblock S, we denote the i*” subblock of the
supblock by B;(S) (i =1,2,3,4). The subblock embeddable function E,(S,k) of
rank n is recursively defined as follows:
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i) For k =1,
1, if B1(S) € A,
0, else

Ea(5.1) = {
ii) For k > 1,

B (S k) = {1, if Bi(S) € A, and Vi < k,m > n, E,,(5,1) #1 @)
0, else

Where S’ is the new supblock, supposed that central pixel in B(.9) is always
changed.

The subblock embeddable function E,, (S, k) depicts whether the k** subblock
of S is suitable for embedding at rank n. E,(S,k)=1 or 0 respectively means
"yes” or "no”. The subblock By (S) is n-level-embeddable if E, (S, k) = 1.

There may be more than one n-level-embeddable subblock in a supblock. For
visibility effect, only one of them is picked for embedding. We define the supblock
embeddable indicator function £(S,n) as

£(Sin) = {iO“fWE”(S’ k) =1}, ieflseZk En(S,k) > 1 o

The function £(S5,n) describes that at rank n,whether the supblock is em-
beddable, and if so, which subblock is selected for embedding. The supblock S
is n-level-embeddable if £(S,n) > 0.

We consider the sample shown in Fig.Blfor top level. In addition, we should
define Ay, the pattern set of top level N. Here we let it be the collection of
patterns similar to the pattern of Fig.B(b). For the supblock shown in Fig.Bl we
can obtain that En(S,k) =0 for k = 1,2,4 and En(S,3) = 1,further,£(S,N) =
3, meaning the 3"¢ subblock (Fig.BI3)) is suggested for embedding.

The efficiency of supblock mechanics will be demonstrated in Sect.[3.

2.3 Embedding and Extracting

During the embedding procedure, the method will try to embed the critical
data in the supblocks with high rank. At the same level, all the embeddable
supblocks are permuted randomly based on a secret key before the embedding.
The permutation has two advantages. First, it avoids selected supblocks cluster.
Second, it also improves security. To summarize, the full procedure of embedding
is as follows:

1. Partition the binary image into supblocks with the same size, e.g. 4 x 4.
2. Set Level=MAXRANK
3. While Level > 0 and NOT finishing all critical data
a) For each supblock S; that has not been marked, compute £(.S;, Level)
b) Perform the random permutation of the supblocks with £(S;, Level) > 0
¢) Embedding the critical data in the permutated supblocks, one supblock
for one bit
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d) If finishing the embedding, quit.
e) Level < Level — 1

The embedding of critical data is inverse procedure. It is not difficult to
deduce the procedure of extraction. It is ignored here.

3 Experimental Results and Analysis

The experiments summarized below were all conducted with 4-by-4 supblock size
and 3-by-3 subblock size, unless otherwise specified. Our experimental results
presented are composed of three parts. The first is tests on our method. The
comparison with other schemes is performed in the second part. And the last
part is a demonstration on application of tampering detection.

3.1 Tests on Our Methods

We have conducted many tests on our method. It really achieves the excellent
performance because of the unnoticed changes after embedding. Meanwhile, it
has the moderate capacity. Some results are presented in Fig.[4. To embed 200
bits in the host image with size 166 x 198, 105 pixels are changed, but the marked
image differs very little from the original host image. The difference map between
Fig.M(a) and Fig.H(b) is shown in Fig.H(c).

(c)

Fig.4. Data hiding by our method. (a) the original host image with size 166 x 198,
(b) the marked image after embedding 200 bits, (c) the difference map, indicated by
black pixel (totally 105 pixels).

As we mentioned earlier, the supblock mechanics can improves number of
subblocks efficiently. We have performed the test on the supblock mechanics
using 100 binary images of different sizes and different content. Some of the
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statistical data are shown in Fig.[Bl It indicates that after carrying out the sup-
block mechanics, it achieves an increase of number of the embeddable subblocks
with 20%-45% percent at different level, compared with using 3-by-3 subblocks
directly. Figure[J shows the comparison of four of the highest ranks.
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Fig. 5. Efficiency of supblock mechanics.

3.2 Comparison with Other Methods

To compare with other methods, we have implemented the WU98 scheme [7]
and the PANOO scheme [8]. We use the same blocks size as implementation in
our scheme (that is 4-by-4) for WU98 scheme, and use 16 x 16 of block size for
PANOO scheme since its advantage is exposed only when the block size is large.
For fair comparison of images’ perceptual quality, size and content of the critical
data are same for all of the three methods.

One of the results is shown in Fig.[6l The host image size is 293-by-384 and
the amount of the critical data is 480 bits. Obviously, PANOO scheme introduces
image-wide ”visual noise”, and WU98 also introduces ”visual noise” near the
boundaries.

In both WU98 scheme and PANOO scheme, each pixel in a block is changeable.
Without considering perceptual loss, they always introduce some isolated pixels,
whose neighbors’ color is all opposite to its color. It reduces the image quality
seriously. Contrarily, our approach achieves the superior performance compared
with WU98 and PANOO schemes.

3.3 Tampering Detection

Because of ease to edit digital images, the authentication of these documents is
becoming a great concern during recent years. The proposed scheme can be used
for the purpose of tampering detection.

Figure [ shows a sample of the scanned text for alteration detection. The
host image is the first page of the paper by Fabien A. P. Petitcolas etc. After
embedding another binary image with 84 x 125 in the host image, we remove a
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Fig. 6. Comparison with other methods. The amount of hidden data is 480 bits. (a)
the original host image with size 293 x 384, (b) the marked image by PANOO scheme
with block size 16 x 16, (c¢) the marked image by WU98 scheme with block size 4 x 4,
(d) the marked image by our method with supblock size 4 x 4 and subblock size 3 x 3.
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radix point in the marked image. Figure 7(c) is the extracted data after alter-
ation. Obviously, the extracted binary image is significantly different from the
original binary image of panda logo.

Information Hiding—A Survey

FABIEN A. I PETITCOLAS. ROSS J. ANDERSON, anND MARKUS G. KUHN
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being located; temporary mobile subscriber idenfifiers, used
in digital phones 1o provide users with some ncasure of
location privacy; and anonymous remailers, which conceal
the identiry of the sender of an e-mail message [3].

An important subdiscipline of information hiding is
staganography. While cryptography is about protecting tho
comtent of messages, sganography is about concaling
cxistence. It comes from Greek roots (o
Tiwerally means “covered writing” X
s usually interpreted 1o mean hiding information in other
inforniation. Examples include sendiug a message 1o a spy
by marking certain letters in a newspaper using invisible
ink, and adding subpercoptible eche at ccrain places in
an audio recording.

Until recently, information-hiding techniques received
much less atteation from the rescarch comanmity and from
industry than cryptography, but this is changing rapidly
(Table 1), and the first academic conference on tae subject
was organized in 1996 [4]. The main driving force is
concern ever copyright, &s audio, videa, and other works
become available in digital form, the case with which
perfoc: copies can be made may lead 1o lange-scale vnau-
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copyright violatars, and the fonner to prosecuts them.

In another development, the DVD consortiurn has called
for proposals for & copyright marking schems to enforce
sorial copy management, The idea is that DVD players
available Lo consumers would allow wnlimited copying of
home videas and time-shified viewing of TV programs
but could ot casily be abused for commercial piracy
The proposal is that home videos would be unmarked,
TV broadeasts marked “copy once only.” and commercial
videos marked “never copy”; compliant consumer oquip-
ment would act on these marks in the obvious way (61, [7]
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Fig. 7. Alteration detection for scanned text. (a) the marked image with size 1048 x
1380, after embedding 10,500 bits, (b) removing the radix point in the marked image,
(c) the critical data (panda logo with size 84 x 125), (d) the extracted critical data

after alteration.
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4 Conclusion

This paper proposes a new data hiding algorithm for two-color images. The
main idea is to use subblock pattern classification and supblock mechanics to
select the pixels with least visual quality reduction for embedding. Analysis and
experimental results both show that the proposed method can provide the supe-
rior performance and greatly outperforms the previous approaches in visibility
transparency. It can applied to tampering detection, invisible annotation, and
convert communication.
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